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End-Use Monitoring and 
Effective Export Compliance 

Kevin J. Kurland 

Director 

Office of Enforcement Analysis 

EXPORT COMPLIANCE & ENFORCEMENT: 
MISSION AND PRIORITIES 
MISSION: Protect national security, foreign policy, and economic 
interests  by inhibiting the unauthorized export/reexport of items 
subject to export control. 

 
PRIORITIES: 

 

ü Proliferation of weapons of mass destruction and their means of 
delivery (nuclear, chemical, biological, and missile) 

ü Terrorism (including designated terrorist organizations and state 
sponsors of terrorism) 

ü Sanctions/embargoes (e.g., Iran, N. Korea) 
ü Unauthorized military end-use 
ü Foreign policy/human rights 
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COMPLIANCE AND ENFORCEMENT 

COMPLIANCE: 
 

ü Create culture of informed 
compliance 

ü Evaluate transactions 

 

ENFORCEMENT: 
 

ü Detect and investigate 

ü Interdict shipments 

ü Penalize violators 
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άThose who comply with 
the rules benefit from 
strong enforcement 
because lax enforcement 
permits violators to 
flourish.έ    
 
Eric L. Hirschhorn,  
Under Secretary for 
Industry and Security 

Compliance:  Complementary  
Mission of Industry and Government 

1) Ensure educated export and reexport (foreign 
business) communities 

2) Be alert of suspicious inquiries 

3) Evaluate bona fides of transaction parties  

Á Conduct end-use monitoring abroad 

4) Coordinate with partner governments/ customers 
to enforce/comply with complementary export 
controls 

5) Identify export control violations 
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End-Use Monitoring Programs 

Department of Commerce 
ÇBIS End-Use Monitoring Program managed by the Office of 

Enforcement Analysis (OEA) 
ÇExports of items subject to the Export Administration Regulations 

(EAR), including Commerce Control List (CCL) items 

Department of State 
ÇDirectorate of Defense Trade Controls (DDTC) Blue Lantern Program 

managed by DTC-Compliance (DTCC) 
ÇExports of U.S. Munitions List (USML) defense articles under the 

International Traffic in Arms Regulations (ITAR) 

Department of Defense 
ÇDefense Security Cooperation Agency (DSCA) Golden Sentry Program 
ƳŀƴŀƎŜŘ ōȅ 5{/!Ωǎ 5ƛǊŜŎǘƻǊŀǘŜ ŦƻǊ tǊƻƎǊŀƳǎ 

ÇExports of USML defense articles and services under the U.S. Foreign 
Military Sales (FMS) program 
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What is an End-Use Check 

Ç An End-Use Check (EUC) is a physical verification 
on location with a party of the transaction to 
determine if the party is a reliable recipient of 
U.S. goods and that items are or will be used 
according to the EAR.  
 

Ç As part of its licensing process and preventive 
enforcement efforts, BIS selectively conducts 
end-use checks on certain dual-use and 
munitions exports.  
ïMonitor license condition compliance. 
ïMonitor compliance of non licensed transactions. 
ïConfirm the end-use. 
ïDetermine if the company is a reliable end-user. 
ïDiscover more information about the parties.  

 
6 

Triggered Spark Gap (Controlled for 
Nuclear Proliferation-3A228) 
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BIS End-Use Monitoring Program 

ü Pre-License Check (PLC):  Establishes 
bona fides and validates information on 
export license applications PRIOR to 
shipment.  

 

ü Post-Shipment Verification (PSV):  
Strengthens assurances that all parties 
comply with an export license and 
licensing conditions to deter diversions 
AFTER shipment 
 

ü Non-Licensed PSV: Measures 
compliance with U.S. export controls 
and monitors illicit diversion of U.S. 
exports. 
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Objective:  Facilitate secure exports and reliable sources of supply 

Who Conducts End-use Verification? 
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üExport Control Officers (ECOs) 

ïExport control policy 
engagement. 

ïForeign government and local 
business outreach. 

üSentinel Program:  

ïChecks conducted by Export 
Enforcement personnel in 
locations where no ECO is 
present. 

üU.S. Embassy officials 
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Consequences of Unfavorables 

üWatch List: Scrutiny of license applications and export transactions, 

including rejection, strict conditions, and pre-shipment inspection. 

üUnverified List: Alerts exporters to exercise increased due 

diligence in transactions with foreign persons whose bona fides could 
not be verified. License Exceptions are not available. 

üEntity List: Imposes restrictions on exports, absent license approval, 

on foreign persons involved in activities contrary to the national 
security or foreign policy interests of the United States. 

üReferral for Further Investigation: May result in criminal or 

administrative penalties. 
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Internal Compliance Program 
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Elements of an Effective Compliance Program: 
 

ÅManagement Commitment  
ÅContinuous Risk Assessment  
ÅFormal Written Program: Ongoing 

Compliance Training 
ÅPre/Post Export Compliance Security and 

Screening 
ÅAdherence to Recordkeeping Requirements  
ÅInternal and External Compliance Monitoring 

and Periodic Audits  
ÅProgram for Handling Compliance Problems, 

including Reporting Violations 
ÅCompleting Appropriate Corrective Actions  

 

üTrade benefits 
 
üSafeguard your 
ŎƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴ 

 
üEnforcement mitigation 
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Best Practices for  
Evaluating Bona Fides 

ÇScreen customers (e.g., www.export.gov) 
ÇRequest an end-user certificate 
ÇVisit the public website 
ÇReview other social media sources (e.g., Twitter, 

Facebook, Linkedin) 
ÇRequest business registration 
ÇUnderstand foreign export control practices 
ÇProvide license/regulatory conditions in writing and 

obtain written confirmation 
ÇConduct a visit 
ÇAny other red flags?  
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Export Controls:   
Joint Responsibility and Joint Benefits 
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üProtecting national security is in the interests of 
the business community and BIS 

üCulture of compliance: 
ïProtects company reputation 

ïCreates a level playing field 

ïCreates trade benefits 

ïMitigates enforcement activities 

üDƻǾŜǊƴƳŜƴǘ ƴŜŜŘǎ ƛƴŘǳǎǘǊȅ ǎǳǇǇƻǊǘΧ 
Χincluding facilitating successful end-use checks! 

http://www.export.gov/


7/25/2014 

7 

Thank You! 

 

Office of Enforcement Analysis 

Bureau of Industry and Security 

www.bis.doc.gov 
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Charles Wall 
Regional Export Control Officer  
U.S. Commercial Service 
U.S. Consulate Hong Kong & Macau 

END-USE VERIFICATION  
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New Territories (N.T.) 

HK Island 

FOUO/LES 

Shenzhen 

Most EUC 

HONG KONG (Island) 

Region Overview 

Strategic Trade Control Laws in Place  

Ä Japan (has own prohibited End User List) 

www.meti.go.jp/english/press/data/20100903_01.html 

Ä Taiwan 

Ä Hong Kong (have both import and export requirements) 

 

No Specific Strategic Trade Control Laws  

Ä Philippines    

Ä Thailand   

Ä Macau   

http://www.meti.go.jp/english/press/data/20100903_01.html
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Region Overview 
 

Hong Kong 

Ä ά/ƻƻǇŜǊŀǘƛƴƎ /ƻǳƴǘǊȅΤέ /ƻǳƴǘǊȅ DǊƻǳǇǎ !Υс ŀƴŘ . 

Ä Treated as separate entity as a result of the U.S.-Hong 
Kong Policy Act 

Ä Transshipment hub, low taxes, mostly tariff-free, no 
foreign exchange limits, business friendly culture 

Japan (Country Groups A:1-5, B) 

Philippines & Thailand (Country Group B) 

Taiwan (Country Groups A:6, B, D:3) 

Macau (Country Group D:1, 3, 4) 

Hong Kong Statistics 

GDP   US$273.2 billion in 2013 

GDP growth  nominal 4.6% (2013) ς real GDP 2.9% (2013) 

Per Capita GDP US$38,000 (2013) 

Trade US$976.9 billion (2013)  (358% of GDP) 

Economic freedom #1 in world in 2013 

Major industriesτ 
Services (about 58% 
of GDP in 
2012)              

Logistics & trade (24.6%) 
Finance (15.9%) 
Professional service (e.g. law & accounting) (12.8%)  
Tourism (4.7%) 

Hong Kong 
Manufacturing 

about 10,897 business unit (2012) 
Account 1.6% GDP (2011) 

Source: U.S. Census  Bureau and Hong Kong Census and Statistic Department 
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Impact of Export Controls  
on U.S.-Hong Kong Trade 

 

19 
Source:  U.S. Census Bureau Trade Statistics and Automated Export System (AES), March 2014. 

9th Largest Market for U.S. Products 
$42.5 Billion USD (2013) 

Electric 
Machinery Etc; 
Sound Equip; Tv 

Equip; Pts, 
19.37% 

Aircraft, 
Spacecraft, And 
Parts Thereof, 

7.63% 

Nat Etc Pearls, 
Prec Etc Stones, 
Pr Met Etc; Coin, 

38.39% 

Edible Fruit & 
Nuts; Citrus Fruit 
Or Melon Peel, 

3.64% 

Optic, Photo Etc, 
Medic Or 
Surgical 

Instrments Etc, 
3.55% 

Others, 21.88% 

Nuclear 
Reactors, Boilers, 
Machinery Etc.; 

Parts, 5.55% 

Source: U.S. Census Bureau 
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U.S. ς Hong Kong Trade Statistics 

ÇU.S. Companies: ~1339, with 316 Regional HQ (2013) 

ÇU.S. Exports to Hong Kong: US $42.3 Billion  
Á9

th
 largest market for U.S. products (2013) 

ÇRe-exports of U.S.-origin items: US $15.4 Billion 

Á9.6% increase in 2013  

Á70.3% of U.S.-origin re-exports were to China in 2013 

 

Source: U.S. Census  Bureau and Hong Kong Census and Statistic Department 

Who I Work With 

ÇU.S. Commercial Service 

ÇState Department, 
Economic Section 

ÇLegal Attaché 

ÇHomeland Security 
Investigations Attaché 

ÇAmerican Chambers of 
Commerce 

ÇIndustry Associations      

ÁHAFFA 

ÁHong Kong Institute of 
Charter Secretaries 
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Types of Items and ECCNs  

ÇCategory 3:  Electronic Components 
ÁECCN 3A001.a.2.c analog/digital converters 

ÇCategory 1:  Materials 
ÁECCN 1C202 aluminum round bars 

ÇCategory 6:  Night vision 
ÁECCN 6A003.b.4.b thermal imaging camera 

Ç600 series items 
ÁECCN 9A610.x aircraft parts 

Import/Export Requirements for Hong Kong 

ÇImport license required 
for multilateral 
controlled items (WA, 
MTCR, AG, NSG)  

ÇApplies even to 
transshipment, and 
some transit 

ÇEach license authorizes 
one shipment 

ÇExport license required 
for multilateral 
controlled items (WA, 
MTCR, AG, NSG)  

ÇNo license exceptions 

ÇEach license authorizes 
one shipment 

 

*Best Practice:  Obtain a copy of HK import 
license prior to export from United States. 
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Red Flag Indicators for Hong Kong 

VRegistered address matches the address of company 
secretary and/or there are no Hong Kong owners 

VάLogisticsέ ƛƴ ǘƛǘƭŜ ƻŦ ǳƭǘƛƳŀǘŜ ŎƻƴǎƛƎƴŜŜ ƴŀƳŜΤ ƻǊ ŀŘŘǊŜǎǎ 
ǎŜƴǘ ǘƻ ǊŜǎƛŘŜƴǘƛŀƭ ōǳƛƭŘƛƴƎΣ ǎǳŎƘ ŀǎ άΧGardenέ 

VUnit and Floor should be shown in office address. Missing 
info are likely incomplete addresses 

VManufacturing items sent to main commercial districts of 
Hong Kong, or to Kwai Chung container terminal 

V Internet search of phone number, address, or email turns 
up numerous companies 

V Incorporation in Hong Kong for less than a year or two 
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Red Flag Indicators for Hong Kong 

 

V/ƘƛƴŜǎŜ ƭƻŎŀǘƛƻƴ ƴŀƳŜ ƭƛƪŜ ά·ƛΩŀƴέ ƻǊ ά5ƻƴƎƎǳŀƴέ ǿƛƭƭ ƴƻǘ 
be titles of Hong Kong company names 

Vά[[/Σέ άLƴŎΦΣέ άt[/Σέ άDƳōIΣέ άPteΣέ άSdnΣέ άBhdΣέ ŜǘŎΦ 
όά/ƻΦέ ƻǊ ά[ǘŘΦέ ƛǎ ƻƪŀȅύ 

VIƻƴƎ YƻƴƎ ǇƘƻƴŜ ƴǳƳōŜǊǎ ƘŀǾŜ άурнέ ŎƻǳƴǘǊȅ ŎƻŘŜ 
followed by 8 digits. Phone numbers that start with 9 or 8 
or 5 are mobile numbers. 

V!ƴȅ ǇƘƻƴŜ ƴǳƳōŜǊ ǎǘŀǊǘƛƴƎ ǿƛǘƘ άусέ ŎƻǳƴǘǊȅ ŎƻŘŜ ŀǊŜ 
from Mainland China, not Hong Kong 

VLack of knowledge about import license requirements as 
administered by Trade and Industry Department 

 

 

EUC Case Study 
An Unfavorable Pre-license Check 

ÇPLC: License application claims company has 
26 employees in Hong Kong and will keep item 
in restricted access area (in Hong Kong) when 
not in use 

ÇStates clearly that the intent is to use in 
Chinaτand clearly works in North China 

ÇStates desire for multiple items to avoid 
inconvenience of frequent transport 
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EUC Case Study 
An Unfavorable Pre-License Check 

ÇCompany address is accounting 
firm/company secretary 

ÇOwners were not from HK 

ÇCompany established one year ago 

Ç! ƭƛǘǘƭŜ ǉǳŜǎǘƛƻƴƛƴƎ ƻƴ ŎƻƳǇŀƴȅΩǎ 
planned security measures showed 
they were not prepared to 
implement them 

ÇVague responses to questions 
about their other companies 

 

Best Practices for Hong Kong 

ÇMuch can be learned from looking at a 
ŎƻƳǇŀƴȅΩǎ ƭŀǘŜǎǘ ŀƴƴǳŀƭ ǊŜǘǳǊƴΦ 

ÇCheck the Consolidated Screening List  

ÇAsk for a copy of the Hong Kong import license 
PRIOR to export. 

ÇEnsure customer affirms receipt of license 
conditions 

ÇIf attempts to resolve one red flag result in 
several other red flags, exercise caution. 

ÇSeeing is believingτif you can visit your 
ŎǳǎǘƻƳŜǊǎΧ 
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The Unverified List (UVL) 
 

ÇForeign parties to transactions subject to the EAR whose bona 
fides could not be verified (e.g., could not be located or 
contacted, could not demonstrate disposition of EAR items, 
etc.) 

   
Ç Imposes 3 conditions on transactions involving listed persons: 

 
1) Mandatory electronic export information filing for all shipments 
2) Suspension of all license exceptions 
3) Prior consignee statement for items not subject to a license 

requirement 
 

ÇSeparate from the Entity List, which establishes a license 
requirement for entities acting contrary to U.S. national 
security and foreign policy.  Generally establishes a license 
review policy of a presumption of denial. 

 
ÇOn June 16, 2014, BIS added 20 Hong Kong parties           

to the UVL (79 Federal Register 34217): 
 

 

Useful Online Resources 

Ç Business Registration ς Inland Revenue 
Department 

 

Ç Company Registration ς Company Registry 

 

Ç Online search tools are available at 
www.gov.hk/en/business/registration/businesscompany/ 

 

http://www.gov.hk/en/business/registration/businesscompany/
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Business Registration Number (All Business) 

ÇSearch by Full Company name.  

ÇBusiness Registration e-copy is available  

Company Registry 
(Limited Company or Corporation only) 

ÇSearch Company by full name or left partial  

ÇSearch Directorship by full name 

ÇCompany Document is available online such as 
Annual Return, director information, etc. 

ÇCompany status is available, such as dissolved, 
winding up, name changed, active 
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U.S. Commercial Service Assistance 

ÇTrade promotion arm of Department of 
/ƻƳƳŜǊŎŜΩǎ LƴǘŜǊƴŀǘƛƻƴŀƭ ¢ǊŀŘŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ 

ÇServices for the U.S. exporter from U.S. Export 
Assistance Centers: Business Matching , 
Background Reports, Trade Counseling 

- International Company Profile service 

Çwww.trade.gov or www.export.gov  

 

 

http://www.trade.gov/
http://www.export.gov/
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ÇHong Kong Trade and Industry Department: 
www.tid.gov.hk/eindex.html 

 

ÇHong Kong Customs: 
www.customs.gov.hk/en/trade_controls/control/in
dex.html  

 

ÇHong Kong Export Control Ordinance/Regulations 
(Chapter 60): 
www.legislation.gov.hk/eng/home.htm  

Hong Kong Strategic Trade 

Thank You! 
 

Consulate General Hong Kong & Macau 
Charles.Wall@trade.gov or 

Carrie.Chan@trade.gov 
www.export.gov/hongkong 

 
www.bis.doc.gov 

 

http://www.tid.gov.hk/eindex.html
http://www.customs.gov.hk/en/trade_controls/control/index.html
http://www.customs.gov.hk/en/trade_controls/control/index.html
http://www.legislation.gov.hk/eng/home.htm
mailto:Charles.Wall@trade.gov
mailto:Carrie.Chan@trade.gov
http://www.export.gov/hongkong
http://www.bis.doc.gov/
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END-USE VERIFICATION  

Donald Pearce 
Regional Export Control Officer  
U.S. Commercial Service 
American Embassy Singapore 

Region Overview 

  Country Group 

Singapore  A:6, B 

Malaysia  B 

Indonesia  B 

Vietnam  D:1,3,5 

Australia  A:1-5, B 

New Zealand A:2-5, B 
  (Cooperating Country) 
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Impact of Export Controls on U.S.-Singapore Trade 

In 2013, U.S. exports to Singapore increased 0.7% from $30.5 billion to $30.7 
billion, while imports decreased 11.9% from $20.2 billion to $17.9 billion and the 
trade surplus increased 25.3% from $10.3 billion to $12.9 billion. 

 

41 
Source:  U.S. Census Bureau Trade Statistics and Automated Export System (AES), March 2014. 

Regional Outlook 

Ç Singapore  
Á the #1 transshipment port in the worldΣ ǊŀƴƪŜŘ ά¢ƘŜ ²ƻǊƭŘΩǎ 9ŀǎƛŜǎǘ tƭŀŎŜ ǘƻ Řƻ 
.ǳǎƛƴŜǎǎέ ǎŜǾŜƴ ȅŜŀǊǎ ƛƴ ŀ ǊƻǿΦ 

Ç Malaysia 
Á Services and manufacturing  account for 85% of GDP 

Ç Indonesia 
Á  {ƻǳǘƘŜŀǎǘ !ǎƛŀΩǎ ƭŀǊƎŜǎǘ economy, with growth targets at 7% for 2014 

Ç Vietnam  
Á ! ǘǊǳŜ άŜƳŜǊƎƛƴƎ ƳŀǊƪŜǘέ- industrial production growing at around 12%/year 

Ç Australia 
Á A growing partner in the defense industry, now bolstered with Strategic Trade 

Authorization license exception and the U.S.-Australia  Defense Trade Treaty 

Ç New Zealand 
Á Rising consumer confidence and opportunities in construction and infrastructure 

to rebuild earthquake damaged Christchurch  

 

42 
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Who I Work With 

Ç Embassy Colleagues 
ÁU.S. Commercial Service 
ÁEconomic & Political Affairs sections 
ÁDefense Attaché ς Office of Defense 

Cooperation 
ÁLaw Enforcement - FBI, ICE, CBP, RSO 
ÁExport Control and Related Border Security 

Program (ExBS) 

Ç Host Countries 
ÁCustoms, Defense, Foreign Affairs and Law 

Enforcement agencies 

Ç Industry Partners 
ÁCompliance and Export Controls practitioners 
Á Industry associations and groups 
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Types of Items and ECCNs 

ÇCategory 2: Chemical production equipment 

ÁECCN 2B350 for Oil & Gas / Petrochemical 

ÇCategory 6: Pressure transducers 

ÁECCN 6A226 for Semiconductor industry 

ÇCategory 9: Military aviation parts 

ÁECCN 9A610 for Maintenance, Repair and 
Overhaul 

ÇLicense Exception and EAR99 checks 

ÁWide variety of goods  

44 
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Import / Export Requirements 
Ç Export permit requirement for 

strategic goods 
ÁSingapore* 
ÁMalaysia 
ÁAustralia 
ÁNew Zealand 

Ç Import permit requirement for 
certain strategic goods 
ÁSingapore 
ÁMalaysia 
ÁAustralia 

Ç Note that in both cases, proof of 
a U.S. export license is often 
required to process the permit 
request. 

 
 

* An export permit is required for certain items transshipping through 
{ƛƴƎŀǇƻǊŜΩǎ CǊŜŜ ¢ǊŀŘŜ ½ƻƴŜΣ ƛƴŎƭǳŘƛƴƎ Ƴƻǎǘ ƳƛƭƛǘŀǊȅ όŜΦƎΦΣ слл {ŜǊƛŜǎύΣ 
chemical/biological, nuclear, and missile items. 
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